TW100-BRV204/TW100-BRV304 F.A.Q.

Q: How do | configure the TW100-BRV204/304 for a DSL, PPPoE connection?

A: Step 1. Open your web browser and type the IP address of the TW100-BRV204/304 in the
address bar. The default IP address is 192.168.0.1. At the login, enter your username
(blank) and password (blank).

Step 2. Click on Internet then WAN Port on the left hand side.

¥ VPN (IPSec)

w Microsoft VPN

Step 3. Choose PPPoE for the Login Method in the Login section.

Step 4. Enter your Username and Password provided by your ISP (Internet Service Provider).
Step 5. Click Save.

Note: After you save the settings you may need to power cycle the modem and router.

Step 1. Disconnect the power cycle from the modem and router.

Step 2. Wait approximately 15 seconds.

Step 3. Reconnect the modem first and wait for it to boot up.

Step 4. After the modem has booted up reconnect the router.
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Q: How do | configure the TW100-BRV204/304 for a Cable connection using a
Dynamic IP Address?

A Note: The default setting of the router is configured for a Cable connection using a Dynamic IP
Address.

Step 1. Open your web browser and type the IP address of the TW100-BRV204/304 in the
address bar. The default IP address is 192.168.0.1. At the login, enter your username
(blank) and password (blank).

Step 2. Click on Internet then WAN Port on the left hand side

» VPN (IPSec)

w Microsoft VPN

Step 3. Choose None (Direct Connection) for the Login Method in the Login section.

Step 4. If your ISP has registered the MAC address of your computer that you are managing the
router from click on Copy From PC under the WAN PORT MAC Address field. This will
copy your computers MAC address to the router. If you are not managing the computer
from the computer with the registered MAC address make sure you enter the registered
MAC address manually.

Step 5. Click Save.

Note: After you save the settings you may need to power cycle the modem and router.

Step 1. Disconnect the power cycle from the modem and router.

Step 2. Wait approximately 15 seconds.

Step 3. Reconnect the modem first and wait for it to boot up.

Step 4. After the modem has booted up reconnect the router.
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Q: How do | configure the TW100-BRV204/304 for a Cable connection using aStatic IP
Address?

A: Step 1. Open your web browser and type the IP address of the TW100-BRV204/304 in the
address bar. The default IP address is 192.168.0.1. At the login, enter your
username (blank) and password (blank).

Step 2. Click on Internet then WAN Port on the left hand side
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Step 3. Choose None (Direct Connection) for the Login Method in the Login section.

Step 4. If your ISP has registered the MAC address of your computer that you are managing the
router from click on Copy From PC under the WAN PORT MAC Address field. This will
copy your computers MAC address to the router. If you are not managing the computer
from the computer with the registered MAC address make sure you enter the registered
MAC address manually.

Step 5. Choose Specified IP Address (Static IP Address) in the IP Address section.

Step 6. Enter in the IP Address, Network Mask, Gateway and DNS server address that your ISP
(Internet Service Provider) has assigned to you.

Step 7. Click Save.

Note: After you save the settings you may need to power cycle the modem and router.
Step 1. Disconnect the power cycle from the modem and router.

Step 2. Wait approximately 15 seconds.

Step 3. Reconnect the modem first and wait for it to boot up.

Step 4. After the modem has booted up reconnect the router.
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Q: How do | change the username & password on my TW100-BRV204/3047?

A Step 1. Open your web browser and type the IP address of the TW100-BRV204/304 in the
address bar. The default IP address is 192.168.0.1. At the login, enter your username
(blank) and password (blank).

Step 2. Click on Security then Admin Login on the left hand side.
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Step 3. Enter in the desired username and password.

Step 4. Click Save.

Q: What can | do if | forgot my password or want to reset back to factory
defaults?

A: Step 1. Locate the reset button on the back of the TW100-BRV204/304.
Step 2. Press and hold in the reset button for approximately 15 seconds.

This will reset the unit back to its default configuration.

Q: What is the default IP address of my TW100-BRV204/3047
A The default IP address for the TW100-BRV204/304 is 192.168.0.1.

Q: What is the default username and password for the TW100-BRV204/304?

A The default username & password for the TW100-BRV204/304 are both (blank). There is no
username and password set by default.
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Q: How do | change the IP Address of my TW100-BRV204/304?

A: Step1. Open your web browser and type the IP address of the TW100-BRV204/304 in the
address bar. The default IP address is 192.168.0.1. At the login, enter your username
(blank) and password (blank).

Step 2. Click on LAN on the left hand side.

* VPN (IPSec)

¥ Microsoft VPN

w Other

Step 3. Change the IP address in the |IP Address field.

Q: How do | configure the TW100-BRV204/3047?

A Step 1. Click Start then click on the Control Panel. For Windows 2000 click on Start, highlight
settings then click on the Control Panel.

Step 2. Double-Click on the Network Connection icon.

Step 3. Right-Click on the Local Area Connection icon then click on Properties.
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Step 4. Highlight the Internet Protocol (TCP/IP) by single clicking on it then click on

Properties.
=L Local Area Connection Properties

General | Advanced

Connect using:

B2 1A Bhine Il Fast Ethernet Adapter

Thiz connection uges the following terms:
%= NwiLink NetBl05 7y
S Nw/Link IF/SP=/MNetBI05 Compatible Transport Prot
[ = =Intemet Protocal [T EF‘:’IF‘

v

[l u ] [

Description

Trarsmizzion Control Protocol/ntemet Protocol. The default
wide area network, protocal that provides communication
acrozz diverse interconnected networks.

Show icon in notification area when connected
Hatify me when this connection haz limited or no connectivity

[ (]9 ][ Cancel ]

Step 5. Select Obtain an IP address automatically and Obtain DNS server address
automatically then click OK.

Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

You can get [P zettings azsigned automatically if wour netwark, supparts
thiz capability. Othenwize, you need to ask your network. administrator for
the appropriate IP zettings.

Obtain an IP address automatically
& the following [P address:

iJbtain DMNS server addrezs automaticallé
2 the following DMS server addresses:

’ —|
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Step 6. Click OK again.
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=L Local Area Connection Properties [E]

General | Advanced

Connect using:
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%Elient for Microsoft b etwarks
.@ Odyszey Metwark Services

JB e terministic: Metwork Enhancer [v]
[l u (@
[ Install... ] [ Uninztall

Description

Enables thiz computer ta log on to Mefw are servers and
access their resources,

Shaow icon in notification area when connected
Matify me when thiz connection haz limited or no connectivity
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Step 7. Your computer is now ready to access and configure the TW100-BRV204/304.

Step 8. Open your web browser and type the IP address of the TW100-BRV204/304 in the
address bar. The default IP address is 192.168.0.1. At the login, enter your username
(blank) and password (blank).

Q: Where can | find the MAC Address of my TW100-BRV204/3047

A The MAC Address can be found on a label on the bottom of the router. You can alternately find it
by doing the following:

Step 1. Open your web browser and type the IP address of the TW100-BRV204/304 in the
address bar. The default IP address is 192.168.0.1. At the login, enter your username
(blank) and password (blank).

Step 2. Click on LAN at the top of the page.
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Step 2. Click on LAN at the top of the page.
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Step 3. The MAC address is listed next to the WAN Port MAC Address field.

Q: How do | configure a VPN tunnel when one side has a dynamic IP address?
A Use the following screenshots as a guide.

Scenario

PC1 (192.168.1.x)-BRV204 (dynamic) ~ BRV304 (64.11.212.22)-PC 2 (192.168.2.x)
Simply match both ends information. After the connections are created, 192.168.1.x should be
able to ping 192.168.2.x.

Important Note:

Please match Local/Remote Identity

Please match the Pre-Shared Key

Please match the Authentication and Algorithm

Dynamic side would be the Initiator for Direction

Static IP side would be the Responder for Direction

When there is a dynamic connection, it would be Aggressive Mode for Exchange Mode

oabkwn=
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Settings on BRV204
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Settings on BR304

VPN Policy Definition

— l_ﬁ-{,qm R Enable Poicy
Router Setup ™ Al MetEICTS rafic

Remote VPN endpoint & Cynamic [P
rrmed P[0 0 [ [
LAN © Dicerain Mame:
Local IF addresses
Type: [Bebneieddns 3] Paddress 15z [1ea [z [0 -7

Suibret Mask: [255 [255 [355 [0

Setup Wizard

Status
¥ Internet

¥ Security Remaote IP addresses
Typar: [5t0e o Padaress: [z [Ea[r -
Subrwt Mask [255 758 [FEE [T

I AH Authentication  aigorisr [MO5 7] -
F ESPEncryption  algonmm [0S =
¥ ESP Authentication algarism [MD5 2|
© Manual Key Exchange
@ IKE (internet Key Exchange)

Direction aipondar

Local kuntity & IP addrass

eName: [

Rermati ietity € IP addrass

|
® intemer
il
L
porewtn @en 8 - o WLV D
Z B [Googe-[ | -
5

F ESP Authentication ajgonmm [MDS =
& Manual Key Exchangs

Router Setup & IKE (internat Key Exchangs)

Setup Wizard Direction [ =
Local Hentity: & |P address
it  Name
Status Remate ientity € |P address
& Name: [Tast
w Internet Authentication © RSA Signature {requires cerificate)

¥ Security

Encryption

Q: How do | configure a VPN tunnel when both sides having static IP addresses?
A Use the following screenshots as a guide.

Scenario

PC1 (192.168.1.x)-BRV204 (dynamic) ~ BRV304 (64.11.212.22)-PC 2 (192.168.2.x)
Simply match both ends information. After the connections are created, 192.168.1.x should be
able to ping 192.168.2.x.
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Settings on BRV204
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Settings on BR304
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Q: How do | connect using a the Microsoft VPN Client?

A Step 1. Open your web browser and type the IP address of the TW100-BRV204/304 in the
address bar. The default IP address is 192.168.0.1. At the login, enter your username
(blank) and password (blank).
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Step 2. Click Microsoft VPN then Server on the left hand side. Place a check mark in Enable
PPTP (VPN) Server then click Save.

| & 5etup - Micrssoft Internet Erghaver (MET=]
&

compatitla with the WP Adaptar” provided wih
5 oS0l Windows,

B Unancrypted password (PAF)

“Saw [ Sl ] [ Hela ]
¥ VPN (IPSec)

& Microsoft VPN

e

Step 3. Click on Clients on the left hand side. Place a check mark in Allow connection. Add a
Login Name and Login Password, verify the password and click Add as a new User.

|4 arum - Miceusodt Inteanes Explases e
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8l Microsoft VPN Client Database

Existing Users

Properties

w internet
w Security
* VPN (IPSec)

& Microsoft VPN

w

w Other
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Step 4. From aremote client. Click Start>Run and type in "ncpa.cpl”, without the quotes then
click OK.

rRun W

- Type the name af a pragram, Falder, document, ar
Internet resource, and Windows will open it For wow,

open: ncpa.cpll ; v

[ (04 ][ Cancel ][ Browse. .

Step 5. Click Create a new connection.

[ & Hetwork Connections O]
| Fe £t Yew Fgvorkes Jook  Advegeed peb @
e Folders | [T21]~
&, Network Comnactions B |

#ething INC
|_Netwok ack 8l |- e

R BlustoothCornedtion
st & new connestion

ALocal e Connection
“'J"‘"F"*“k AL Local Area Connection §
i Trendnet
" \whrsless Mebwork Connection

See Also 0

i Network Troubleshootes

Other Places &

O Control Parel
N My Metwork Places
) My Documents
§ My Computer

Details

Metwark Conmections
System Folder

Step 6. Click Next.

New Connection Wizard

Welcome to the New Connection
Wizard
Thiz wizard helps you:

* Conkect to the Internst.

* Conrect to a private network, such as your workplace
network.

To continue, click Mest.

|

[ Ment> | [ Cancel
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Step 7. Select Connect to the network at my workplace then click Next.

Hew Connection Wizard
Hetwork Connection Type
‘what do you want ta do?

() Connect to the Internet
Connect to the Intemet so you can browse the Web and read email.

(%iConnect to the network_at my workplace

onnect to a business netwark [using dial-up or ¥PM] so you can wark fram home,
field office, or another location.
(") Set up an advanced connection

Connect directly to another computer using vour senal, parallel, or infrared port, or
zet up thiz computer 2o that other computers can connect to it

[ < Back F Mest » ][ Cancel ]

Step 8. Select Virtual Private Network connection then click Next.

Mew Connection Wizard

Metwork Connection
How do wou want to connect to the network. at your workplace?

Create the following connection:

() Dial-up connection

Connect using a modem and a regular phone line or an Integrated Services Digital
Metwork [ISDN] phore line.

G&ﬂernet.

< Back ? Mest » l [ Cancel
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Step 9. Enter in a name for the connection then click Next.

Mew Connection Wizard

Connection Name
Specify a name for this connection to vour workplace,

Type a name for this connection in the following box.
Company Mame

TREMDnet

For example, could type the name of your workplace or the name of a server you
will connect to.

<Eack$ Mest > ] [ Cancel

Step 10. Select Do not dial the initial connection then click Next.

New Connection Wizard

Public Hetwork
Windows can make sure the public network iz connected first.

Windows can automatically dial the initial connection to the Internet ar other public
netwark, before establishing the virual connection.

o not dial the nitial conmection
tomatically dial thiz initial connection:

< Back ﬂ Mest » ] [ Cancel
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Step 11. Enter the Public IP address of the TW100-BRV204/304 into the Host name or IP address
field then click Next. Note: Do not enter in the IP address that is in the screenshot. That
is an example only. You will use the Public IP address of the router that you are

connecting to.

-

Mew Connection Wizard

¥PN Server Selection
‘what is the name or address of the VPN server?

Type the host name or Internet Protocal [IF] address of the computer to which you are
connecting.

Host name or IP address [for example, microzoft. com or 157.54.0.1 |

157.54.01

3
x

< Back et > ][ Cancel

Step 12. Select My use only then click Next.

Hew Connection Wizard

Connection Availability
‘f'ou can make the new connection available to any uzer or only to poursell.

A connection that iz created for your uze anly is saved in pour user account and is not
available unlezs wou are logged on.

Create this connection for:

O A

2

< Back ﬂ Mest » l [ Cancel




TW100-BRV204/TW100-BRV304 F.A.Q.

Step 13. Place a check mark into Add a shortcut to this connection to my desktop if you want
a shortcut then click Finish.

Hew Connection Wizard

Completing the New Connection
Wizard
You have successfully comp_leted the steps needed to

create the fallowing connection:

TRENDnet 2

The connection will be saved in the Network
Connections folder.

[#)iddd & shortcut to this connection to my desktop

To create the connection and cloze this wizard, click Finish.

[ < Back ”‘ Finizh ][ Cancel ]

Step 14. Enter the Username and Password that you configured on the TW100-BRV204/304
then click Connect.

rl‘.Ill:lnneu:t TRENDnet 2

Uzer name: Guest

Paszword: ssssssl

[] Save this user name and password for the fallowing users:

LConnect ?[ Cancel H Properties H Help
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Q: How do | forward ports in my TW100-BRV204/3047?

A’ Well Known Ports
Step 1. Open your web browser and type the IP address of the TW100-BRV204/304 in the
address bar. The default IP address is 192.168.0.1. At the login, enter your username
(blank) and password (blank).

Step 2. Click Security then Firewall Rules on the left hand side.
Step 3. Select WAN=>LAN in the drop down menu in the View Rules for category.
Step 4. Click Add.

* VPN (IPSec]
¥ Microsoft VPN

w Other

==

Step 5. Give the rule a name. Enter in the IP address of the computer you want the port
forwarded to. Select the service that you want forwarded. Select Forward in the action
menu then click Save.

(F 75wy “Wicvwralt Tnievmet Ergloven ':.'.1}3'

* VPN (IPSec]

¥ Microsoft VPN

w Other
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Note: For a custom service you must add the service first.
Step 1. Click Security then Services on the left hand side.

Step 2. Enter in a Name, Type, Start and Finish ports then click Add.
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